An ONC Artificial Intelligence Showcase —
Seizing the Opportunities and Managing the Risks of Use of Al in Health IT

January 14th, 2022
Event Emcee: Stephen Konya

Senior Advisor to the Deputy National Coordinator
for Health IT and Innovation Portfolio Lead

Twitter: #HealthIT_Alandtag @ONC_HealthIT The Ot o e st Ccriate for S/é

Health Information Technalogy




2

Agenda at a Glance

12:00pm
EST:

12:30pm
1:20pm:
1:25pm
2:20pm
2:30pm
3:45pm
3:50pm
4:30pm

Opening Plenary

Al Showcase Part #1
[5-minute break]
Al Showcase Part #2
[10-minute break]
Al Showcase Part #3
[5-minute break]
Closing Plenary

Event Closes

Welcoming Remarks

Advancing Responsible Aiin Health IT — Guiding Principles

Transparency and Accountability

Evaluating Data Input Needs & Real-World Performance

Closing Remarks and A Panel Discussion



Opening Plenary
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Oki Mek, Chief Artificial Intelligence Officer,
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National Al Initiative Act of 2020 (NAIIA)

DIVISION E—NATIONAL ARTIFICIAL
» Became law on January 1, 2021 INTELLIGENCE INITIATIVE ACT OF 2020

* As part of the “William M. (Mac) Thornberry | stc- st snort i,

This division may be cited as the “National Artificial Intel-

National Defense Authorization Act for ligence Initiative Act of 2020°.
Fiscal Year 2021”, H.R. 6395, Division E.

» Bipartisan legislation defining National Al Initiative, with purpose of:
* Ensuring continued U.S. leadership in Al research and development (R&D);
* Leading world in development and use of trustworthy Al systemsin public and

private sectors;

* Preparing present and future U.S. workforce for integration of Al systems across
all sectors of economy and society; and

* Coordinating Al research, development, and demonstration activitiesamong
civilian agencies, Department of Defense, and Intelligence Community to ensure
that each informs work of the others.
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National Al Initiative Office —

Central Hub for Coordinating Federal Activities, Outreach

» LaunchedJanuary 2021, per NAIl Act

» Charged with overseeingandimplementing
the National Al Initiative

» Serves as central hub for Federal
coordination and collaborationin Al
research, development,and demonstration,
as well as with private sector, academia, and
other stakeholdersinvolved in the initiative

» Conductsregular publicoutreach

» Promotes access to the technologies,
innovations, best practices, and expertise
derived from the National Al Initiative to
agency mission and systems across the
Federal Government °




Agencies Coordinate Al Programs and Activities
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National Al Initiative

Prioritize Al R&D -~ Leverage Al for Government

Grow and sustain U.S. and National Security

research leadership and L Apply Al to improve provision
capacity PrIOTIt, of government services and

Al R&D national security

Strengthen Al Research
Infrastructure Promote International

Enhance access to high . Promqte Al Engagement
quality data, models, Strensthct US. LWEGEURIER  Fngage with like-minded

testbeds, & computing  [ieteraik Lea_de;slhlp Al allies to promote a global
Infrastructerg n CEEEUCS Al environment supportive

resources
of democraticvalues
Advance Trustworthy Al f
Modernize governance and Advance Train Al-Ready Workforce
technical standards for Al- Trustworthy Provide Al-ready
powered technologies, protecting Al education atall levels: K-

12, college, re-training, re-

privacy, civil rights, civil liberties,
skilling, R&D workforce

and otherdemocratic values



or more info, check out Al.gov!

ent Here's how you know v

ABOUT v STRATEGIC PILLARS v DOCUMENTS v RESOURCES v NEWS v ADVISORS v NAIIO v

£

NATIONAL ARTIFICIAL IN 'E?ELIGENCE INITIATIVE
- == | ‘4 al\ | i——— .
OVERSEEING AND IMPLEMENTING THE UNF DSTATESNAT!ONALA!mm <

W RECENT PUBLICATIONS
elcome to Al.gov, home of the National Al Initiative and

« (DOC/NIST) Study To Advance a More Productive Tech Economy.

connection point to ongoing activities to advance U.S. leadership in
(comments due 01/31/2022)

Al. The National Al Initiative Act of 2020

became law on January 1, 2021, providing for a coordinated program « (DOC/NIST) Al Risk Management Framework Concept Paper, (comments

due 01/25/202

~

across the entire Federal government to accelerate Al research and

application for the Nation’s economic prosperity and national « (0STP)Request for Information (RF1) on Public and Private Sector Uses of

security. The m on of the National Al Initiative is to ensure Biometric Technologies, (comments due 01/15/2022)
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Al JOURNEY TO-DATE

Enterprise Al Strategy & Draft Al Council Governance Model

The HHS Al strategy and Al Council will lead HHS in achieving its Al ambition through four focus areas that can accelerate Al adoption and

scaling across the Department.

i'}” ERPRISE Together with its partners in academia, industry and government, HHS will leverage Al to solve previously unsolvable problems by continuing to lead advances in the health and
STRATEGY

Develop an Al ready Workforce
and Strengthen Al Culture

« Communicate Al trainings, workshops,
and recruitment initiatives

+ Showcase Department Al priorities and
projects spotlights via email
blasts/newsletters

« Coordinate Al awareness campaigns
and change management
communications

Al DRAFT Al COUNCIL
GOVERNANCE LEADERSHIP
MODEL

Chair and Co-Chair lead Al strategy implementation

by:

Managing external
communications and
coordination

e &

Supporting internal
alignment of Al
initiatives

Democratize Foundational Al
Tools and Resources

S

» Develop an Al Community of Practice to
share Al best practices and knowledge
Foster new and public/private + Collate, monitor, and drive awareness of
partnerships in critical Al priorities active and planned Al use cases across

Communicate emerging Al innovations HHS
across health industry

Track Al initiatives across key mission
areas

Al COUNCIL

—\ —\

Division representatives provide oversight and guidance

for Al adoption by:
¥ 5
Providing Cultivating Q

Governance Support Partnerships

TH %}[‘[ﬂ Fostering Al Culture

and Awareness

Enabling and

Accelerating Al
Priorities

Sponsoring an Al
Community of Practice

wellbeing of the American people, responding to the use of Al across the health and human services ecosystem, and scaling trustworthy Al adoption across the Department.

ourage Health Al Innovation
and R&D

Promote Trustworthy Al Use
and Development

» Advise on Al policy creation
» Communicate Federal Al mandates and
guidance

» Develop Department principles for safe,
secure, and ethical Al use

Al COMMUNITY
OF PRACTICE

Division volunteers support a culture of operationalizing Al

ambition by:
O &
Providing Insights .
ety Supporting

. Shared Resources
Recommendations



HHS Al Council: Overview

The HHS Al Council convenes HHS Al Leaders to advance and scale Al adoption across the Department.

OBJECTIVES

Communicate and champion the Department's Al vision and ambition, and govern the
implementation of the enterprise Al strategy and key strategic priorities

KEY FUNCTIONS

GOVERN IMPLEMENTATION OF HHS
Al STRATEGY AND DEVELOP Al
GUIDANCE

ENABLE AND ACCELERATE Al PRIORITIES

SCOPE

The Al Council will provide guidance or recommendations related to the development,
implementation, and use of Al internally and by external partners

SPONSOR A COMMUNITY OF PRACTICE

CULTIVATE PARTNERSHIPS (coP)

»  Share Al progress with HHS leadership * Provide executive guidance on enterprise Al
priorities, including development of Al-related
policy, and advise on implementation of Al
initiatives that support such priorities

*  Provide strategic guidance and policy
recommendations

» Coordinate across existing governance « Prompt creation of workgroups to support

bodies to regularly align priorities, strategic Al initiatives
activities, and perspectives
. o ) . * Maintain awareness of HHS' Al use case and
*  Assist Op/Staff Divs in compliance with initiative inventory

Trustworthy Al principles

GENERAL VOTING TOPICS

+ Contribute to interagency coordination

+ Establish forums to engage partners and
convene Al interests, needs, and opportunities
across the Department and the health and
human services ecosystem

« Initiate, facilitate, and promote partnerships
within government, industry, and academia

» Maximize coordination, support, and active
participation from HHS leaders across the
enterprise

or work products

Al workforce needs, use cases, emerging
priorities, etc. on a routine basis

* Foster Al-ready culture by promoting CoP events

* Obtain input from CoP on progress updates and



TRUSTWORTHY Al PLAYBOOK OVERVIEW

Trustworthy Al (TAI) Playbook | Overview

The TAI Playbook is designed to support leaders across the Department in applying TAI principles. It outlines the core components of TAl and

helps identify actions to take for different types of Al solutions.

PLAYBOOK OBJECTIVES

Promote understanding of the TAI principles
outlined in EO 13960

Provide guidance and frameworks for applying TAI
principles throughout the Al lifecycle

Centralize relevant federal and non-federal
resources on TAI

A W N =

Serve as a framework for future HHS policies on TAI
acquisition, development, and use

The Playbook is not...

® A formal policy or standard

@ An exhaustive guide to building and deploying Al
solutions

INTENDED AUDIENCE

The TAI Playbook is intended for Op/StaffDiv Leadership Teams, including:

OCIO Leadership

Should use the Playbook to...

Create Op/StaffDiv-specific policies related to TAI
Evaluate TAl risks associated with new Al investments

Program/Project Managers

Should use the Playbook to...

Incorporate TAl principles into the business requirements for
an Al solution

Provide guidance to their teams before building an Al solution
about what actions to take

Oversee Al projects throughout the lifecycle to ensure solutions
adhere to all TAl principles

Identify and mitigate TAI risks for an Al solution



TRUSTWORTHY Al PLAYBOOK OVERVIEW

TAI Principles | Overview

The TAI Playbook content is organized by six TAI principles. By designing Al solutions with these principles in mind, OpDivs and StaffDivs can
protect against unintended consequences and promote ethical Al decision-making.

Fair / Impartial PS

PY Robust / Reliable

Al applications should include internal
and external checks to help ensure
equitable application across all
participants

Transparent / Explainable
All participants should be able to
understand how their data is being
used and how Al systems make
decisions; algorithms, attributes, and
correlations should be open to
inspection

Responsible / Accountable
Policies should be in place to
determine governance and who is
held responsible for the output of Al
system decisions

Transparent /
Explainable

Responsible /
Accountable

Fair /
Impartial

TRUSTWORTHY Al

Safe / Secure

Robust / Reliable

Al systems should have the ability to

learn from humans and other systems

and produce consistent, accurate, and
reliable outputs

Privacy
Consumer privacy should be
respected, and customer data should
not be used beyond its intended and
stated use; consumers should be
able to optin / out of sharing their
data

Safe / Secure
Al systems should be protected from
risks (including Cyber) that may cause
physical and/or digital harm

14



TRUSTWORTHY Al PLAYBOOK OVERVIEW

TAI Principles | Alignment to Federal Guidelines
The six TAI principles map to the principles outlined in EO 13960 and OMB Memorandum M-21-06.

TAI Playbook Principles EO 13960 Principles OMB M-21-06 Principles

Fair / Impartial 1. Lawful and Respectful of Our Nation's Values | 7.Fairness and Nondiscrimination
5. Understandable 2. Public Participation
8. Transparent 8. Disclosure and Transparency
Responsible / Accountable 6. Responsible and Traceable 5. Benefits and Costs

7.Regularly Monitored
9. Accountable

Safe / Secure 4. Safe, Secure, and Resilient . Risk Assessment and Management

4
9. Safety and Security
9

4.Safe, Secure, and Resilient . Safety and Security

Robust / Reliable 2. Purposeful and Performance-Driven 3. Scientific Integrity and Information Quality
3. Accurate, Reliable, and Effective

Additional Cross-Cutting Principles:
1. Public Trust

6. Flexibility

10. Interagency Coordination






Al Showcase Part #1.:
Advancing Responsible Ai in Health IT —
Guiding Principles

« NIST

 VANAII

« AHRQ

« Canada Health Infoway

« NHSX

e Linux Foundation

* Connected Health Initiative
* [Intermountain Healthcare

Twitter: #HealthIT_Alandtag @ONC_HealthIT ‘




Trustworthy Al @ NIST

Elham Tabassi
“Information Technology Laboratory i

National Institute of
Standards and Technology January, 2022
U.S. Department of Commerce



Major Advancesin A.l. Continue to Drive Need for
Universal Understanding of Risks

Raise productivity, enable
more efficient use of
resources, change the
way we live and work,
and increase creativity.

Negative impact on job,
exacerbate the trend of
rising inequality, and
(even) threat to

humanity. , |

/

()
B0,
o o9,
s

National Institute of
Standards and Technology
5. Department of Commerce




Trustworthy Al’s Foundation:
From Technical Requirements to Policy Creation

Q Policy Considerations
A,
- -
. Governance

—

- Risk Management
—
l Metrics, Evaluations, and Benchmarks
-®- Concepts, Terminology, and Taxonomy
A

"EJ, Identify Building Blocks or Technical Requirements

20
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Core Building.Blocks of Trustworthy Al
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NISTis actively engaging stakeholdersto
develop a risk management framework to

NIST Al Risk Management
Framework: Concept Pa per map, measure, manage, and govern risks
January2022 associated with Al technologies.
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Al RMF Stakeholder Engagement Timeline

Stakeholder Engagements

. 15t Draft 2"d Draft Al RME
Initial RE| Kickoff Concept Worksh Worksh v1.0
orkshop orkshop -
Workshop Paper 5 2 Published
Summer Fall Winter Spring Summer/Fall Winter

2021 2021 2021 2022 2022 2022/2023
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Enabling Trustworthy Al:

Experiences from the VA, the Nation’s Largest Integrated
Healthcare System
Gil Alterovitz, PhD, FACMIA, FAMIA

U.S. Department
of Veterans Affairs 25
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Why Al at VA?

ARrTIFICIAL ° e o
InTELLIGENCE
lNSTlTuTE

9,100,000+ 120,000+ 9 800,000+
patients, making VA the doctors and nurses in VA, Q EEﬂ?miC donations tied to
largest integrated with nearly 75% of all US ) medical records, the largest
healthcare system in doctors and nurses \ such database in the world
the United States

trained in VA hospitals

2,180,000+
10,000,000,000+ telehealth
medical images, with 1 billion I1,znu+. N episodes of care per year
M more per year: one of the medical facilities
/M world’s largest medical image across all 5':'_ Sta_tES and 727,000+
— repositories US territories

Veterans served
by telehealth per year

) Choose A

S. Department
Veterans Affairs 26



Groundwork: Guiding Documents EEAVLIT
Executive Orders 13859 and 13960

1g American Leadership in Artificial Intel : . : . e :
» Maintaining American Leadership in Artificial Intelligence

ARt © Promoting the Use of Trustworthy Artificial Intelligence in the
Jolicy and Principles. Artificial Intellipence (AI) Federal Govern me nt

Strategies

» National Al R&D Strategy (2019)

THE NATIONAL « VA Al strategy, VA/DOD strategies
ARTIFICIAL INTELLIG

2021 National Defense Authorization Act (NDAA)

* NDAA Fiscal Year 2021 called for a National Al Initiative to
coordinate Al research and policy across the federal
government.

qr (i U.S. Department
& Choose 'A VA | oot 27









[ Nonadherence [to medications] can

account for... up to 25% of

hospitalizations each year in the
United States.”

J. Kim, “Medication Adherence: The Elephant in the Room,” US Pharmacist, 2018.

@ﬁ Choose A




NATIDNAL

ARrTIFICIAL
InTELLIGENCE
InsTiTuTE

—— -

[rrete
Assessment

Enabled by
Artificial | ntel ligence

State-of-the-art Computer Vision (CV) Technology trained on
a combination of the VA, HXN().'H', NDC Data Source

Formularies and integrated to the needs

: o

of an individual

=«

¥\ US. Department
\ J 3 ns Affairs 31







AGENCY FOR HEALTHCARE RESEARCH AND QUALITY

AHRQ Evidence-based Practice Center (EPC) Review:
Examining the Impact of Algorithms on Racial Inequities in
Healthcare

Craig Umscheid, MD, MS
Agency for Healthcare Research and Quality (AHRQ)

ONC Al Showcase
January 14, 2022



Agency for Healthcare Research and Quality

(AHRQ) Mission Statement

« To produce evidence to make healthcare safer,
higher quality, more accessible, equitable and
affordable

« To work with HHS and other partners to make
sure that the evidence is understood and used

www.ahrqg.gov



AHRQ Evidence-based Practice Center (EPC)
Program: Partnerships for Impact

Research Funder Prioritized Research Agenda

Clinical Societies ’ Clinical Practice Guidelines
EPC Systematic
Reviews

Healthcare Policymaker Coverage Decisions

EVIDENCE EVIDENCE-BASED
NEEDED DECISIONS MADE 35



New Review: Impact of Algorithms on

Healthcare Inequities

® Congressional Requestfor Evidence Review
» September2020

» Senators Warren (MA), Booker (NJ), Wyden (OR), and Representative
Lee (CA)

®* AHRQ Requestfor Information to Inform Planning for
Evidence Review

» March 2021

» Included 11 questions gauging awareness of the use of algorithms in

heakl_thcare and their potential for introducing racial bias in clinical decision
making

® AHRQ Evidence Review Commissioned
RequestFor Proposals released March 2021
Contract awarded May 2021

Public posting of draft key questions Nov 2021

>
>
>
» Protocolfinalized Jan 2022

36



Request For Information

® 42 responses totaling 485 pages
® Respondents included:

» 18 clinical and professional societies
» 9 healthcare technology groups |
» 7 academic organizations = ————

» 4 federal and state agencies .
» 1 payer organization ———— ¢
» 4 private citizens ————

37



Early Themes from Request For Information

(RFI)

18 algorithms identified that could potentially result in racial
disparities in care

Bias could result from algorithms even when race/ethnicity not
explicitly included

Heterogeneity and lack of standardization in how race
information collected and defined

Algorithms often developed using data from populations not
representative of those to whom algorithm applied

Organizations described efforts to update algorithms in use
and examine presence of bias

Some respondents cited research demonstrating disparities in
care resulting from algorithms

Respondents suggested many likely unaware of widespread
use of clinical algorithms and their potential bias

38






Next Steps

® Public posting of draft report anticipated Summer/Fall 2022
® National consensus conference Fall/Winter 2022
® Completion of final report anticipated Fall/Winter 2022

40
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*- Canada Health Infoway

Embarking on an Al Enabled
Health Care Solution Journey
Advancing Responsible Al in Health IT

January 14, 2022

Karen Jacquart, BASc, MBA
Innovative Technologies, Canada Health Infoway



Al In Canada

+ Canada has a deep history in Al— and was the first country to develop a National Al Strategy in 2017 through the Canadian
Institute For Advanced Research (CIFAR)

+ The main component of the Al Strategy is the CIFAR Al Chairs Program. This programis affiliated with the Canada’s three
leading Al Institutes - Vector Institute (Toronto), MILA (Montreal) and Amii (Edmonton), and is focussed on talent
development and retention. 30% of the Chairs are affiliated with health care.

* In July of 2020 CIFAR assembled an Al for Health (Al4H) Task Force to assess the opportunities and challenges for Al to
impact the health sector.

+ Canada’s single payor system and diverse population should give Canada an advantage with respect to access and quality
of training data.

» Focus was on three potential application areas: health care delivery, disease prevention and public health, discovery and
development of diagnostics

* Identified three areas for action: Al data infostructure, accelerated developmentand deployment, and a development of a
Pan-Canadian Al4H Strategy.

44
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Toolkitfor Implementers of Al in Health Care

AUDIENCE: HEALTH CARE DELIVERY ORGANIZATIONS THAT ARE EARLY IN THEIR Al JOURNEY
ROLES: Al PROJECT LEADS, CIO’S, PRIVACY, SECURITY, LEGAL, COMPLIANCE, ETHICISTS,
CLINICIANS, PROJECT SPONSORS, IT/IM SPECIALISTS

Module 1: An Introduction to Al in Health Care

Module 2: Understanding Key Risks of Al in Health
Care

Module 3: Emerging Regulation of Al

Module 4: Identifying Strategic Opportunities and
Investments in Al

Module 5: Change Management for Al Adoption in the
Health Sector

Toolkit for Implementers
of Artificial Intelligence
in Health Care

Module 6: Al Governance: Structures, Roles and
Responsibilities

December 2021 (version 1.0)

P—— Annexes 1-6: Reading List, Privacy Considerations,
Health Privacy Laws, Synthetic Data and Federated
45 Learning, Spotlight on Al Innovation

* Canada Health Infoway

©2022 CANADA HEALTH INFOWAY
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What Else Might You Want to Know?

Currently:
- Softlaunch on December1, 2021
- There are 6 modules, 9-15 pages each ~90 pages in total

- The Toolkit is free and downloadable in French and English, as a complete Toolkit or by
individual module

What's Next:

- Wewill be holding a free deep dive webinar series weekly starting Feb. 3", 2022 (opento
the public), come to one or come to all

- We are soliciting feedback for future versions of the Toolkit — what does the implementer
community wantto know more aboutwhen implementing responsible Al?

* Canada Health Infoway
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Turning Al policy
advice into action

NHS Al Lab | January 2022



GDHP Al Recommendations

/| GLOBAL DIGITAL HEALTH mx

Policy Paper Development | Rapid Literature Review | International Stakeholder Interviews | Analysis
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Authors: Kassandra Karpathakis, Lisa Murphy, Abhishek Mishra, Jess Morley



The Al ecosystem in health and care

The National Al in Health and
Social Care Strategy

The NHS Al Lab -, : Data saves lives

Accelerating the safe adoption of artificial Reshaping health and social care with
data

I intelligence in health and care I

e am nd bochmctrgy i houth wod o Digitise Connect Transform




Our vision for

I T e~
“By 2030, the UK has a .'.l_)f?A FT,
learning health and care ST
system, delivering better
outcomes for the public,
enabled by the use of safe,
ethical and effective, artificial
intelligence, setting an

example to the world.”

Learning Health and Care
System
Safe Scaling

’—\

” ~

/Public Engagement \
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Why Al/ML in Healthcare?

« Software as a second pair of eyes
in the ICU

» Personalized Treatments

« Reduce Administrative Burden

* Mining the Data Ocean

« Recording digital notes e.g.
transcription

« Operations, such as scheduling

« Automation support

« Coding and billing

Predictive Analysis: e.g. COVID surges

Treatment recommendations — but
not just CDS — learning constantly

Monitoring patients: hospitalized and
ambulatory

Guiding surgical care: e.g. Black Box
project

Population Health



Challenges

« Data ocean pollution

Transparency of algorithms: proprietary?

Patient privacy

Liability issues
CYBERSECURITY

56



GROUP SME MEMBERS GROUP SME MEMBERS GROUP

MEMBERS

SME

Healthcare & Public Health
Sector Coordinating Councils

CONCERN #1: Organizational Outcomes
& Expectation for Performance, Quality
& Precision not clearlyarticulated

Penny Chase, MITRE
Catherine Lowe, MedSec

Dr. Flo Reeder, MITRE

CONCERN#3: Transparency for
Model Assurance is Missing

Nimi Ocholi, Medtronic

James Harbinson, JHUAPL
Fotios Chantzis, OpenAl

CONCERN#5: Absence of
Regulatory Oversight

Chris Reed, Medtronic
Christine Sublett,
Sublett Consulting

Francisco Delgado, FDA

MEMBERS GROUP SME MEMBERS GROUP

SME

CONCERN#2: Accountability for
Outcomes Not Defined

Ed Gaudet, Censinet
Julie Sisk, USRadiology

Franciso Delgado, FDA
Aaron Heath, Syneos Health
Barton Rhodes, Lacework

CONCERN#4: Dubious Quality
of Source Data

Mac Stevens, Spok

Dr. Sven Cattell, Al Village
Dr. Arvind Rao, U of Mich

GLOSSARY OF TERMS

Kenneth Wilder, ClearDATA

MEMBERS GROUP

SME

GROUP

WHO

Healthcare Tech Risk

AIML Bulletin — Sub-Group Assignments
Last Updated: 2021-07-30 REV 11

CONCERN#6: Lack of
Business Leader Knowledge

Jim St. Clair, LFPH

Aaron Heath, Syneos Health

Barton Rhodes, Lacework

CONCERN/#8: ADVERSARIAL —
DesaInput Poisoning

Mac Stevens, Spok
QY/Iichael Holt, Virta Labs
Julie Sisk, USRadiology
Jim St. Clair, Lumedic

Troy Adams, HC3

INTRODUCTION

TG-6- Mark Jarrett, Northwell Health

SME MEMBERS GROUP SME MEMBERS GROUP

GROUP

WHO

CONCERN#7: Unintended
Consequences
-Change Management

Julie Sisk,USRadiology
Bill Proffer,Leidos

Hugo Espiritu, JHUAPL

CONCERN#9: ADVERSARIAL —
Information Leakage -
Inversion and Inference Attacks

Jon Moore, Clearw ater
Regina Farmer,McKesson

Troy Adams, HC3
Dr Flo Reeder, MITRE

FINAL LAYOUT/DESIGN







The 8 LF Al & Data Principles for Trusted Al — (R)REPEATS

e The principles are of equal
importance and value.

e No principle is of higher
priority than another.

e The principles are related to

each other.

cILF Al & DATA

Aigennb3

(&)
(=
-
T
o
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C
@
L=
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e, Explainability
",
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LF Al & Data Projects - Tools and Techniques

« Trusted Al Tools (Al Fairness, Al Explainability, Adversarial
Robustness)

« Emerging DataOps activities in LF Al & Data
« Trusted Al and RREPEATS
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Adversarial Robustness Toolbox (ART)

ART is a Python library for machine
learning security

IF TensorFlow Keras
PYTHRCH @xnet

O learn GPy

I oes  LightGBM o CatBoost

cLF Al & DATA

Adversarial
Robustness
Toolbox

github.com/Trusted-Al/adversarial-robustness-toolbox
Providestools to developersandresearcher

Evaluating, Defending, Certifyingand Verifying of machine
learning models and applications

All Tasks: Classification, Object Detection, Generation,
Encoding, Certification, etc.

All Frameworks: TensorFlow, Keras, PyTorch, MXNet, scikit-
learn, XGBoost, LightGBM, CatBoost, GPy

All Data: images, tables, audio, video, etc.
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Adversarial Threats to Machine Learning

Training
Data

Poisoning

— Poisoning: Modify training data to add backdoor ) 1

— Extraction: Steal a proprietary model e T
—

— Learn information on private data Output Extraction

Machine Learning
Maodel

Adversarial threats against machine learning
models and applications have a wide variety of
attack vectors.

— Evasion: Modifying input to influence model

Evasion

cILF Al & DATA



ART Community — Contributors and Tools

» Adversarial Robustness Evaluation Test Bed

* Run evaluations with ART locally or scaled in
the cloud using Docker containers

* github.com/twosixlabs/armory

ART Adopters
and Contributors

e . 2.5K GitHub Stars

Troj Al )
Two Six Labs, LLC » Command line tool to simplify running

Kyushu University 150K DOWI’]|OadS evaluations with ART in terminals

Intel Corporation * github.com/Azure/counterfit

University of Chicago Y,

The MITRE Corporation 8 K+ Com m ItS

General Motors Company

AGH University of Science and
Technology

Rensselaer Polytechnic Institute
(RPI)

IMT Atlantique

* Tools for privacy and compliance of Al model?

» End-to-end privacy evaluation and mitigation
of privacy risks

* github.com/IBM/ai-privacy-toolkit

ai-privacy-
toolkit

_J

cILF Al & DATA
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Al needs to explain its decision

«  One explanation does not fit all
- Different stakeholders require explanations for different purposes and with
different objectives, and explanations will have to be tailored to their needs.
» End users/customers (trust)
« Doctors: Why did you recommend this treatment?
« Customers: Why was my loan denied?
« Teachers: Why was my teaching evaluated in this way?
«  Gov't/regulators (compliance, safety)
« Prove to me that you didn't discriminate.
« Developers (quality, “debuggability”)
* Is our system performing well?
« How can we improveit?

cILF Al & DATA
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Brian Scarpelli
Senior Global Policy Counsel
Connected Health Initiative
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About the Connected Health Initiative

4] Connected




O The responsible development and deployment of health Al is a shared
obligation for:

@)

O O O

@)

Developers of Al innovations
Providers and payers
Regulators (at all levels)

Accrediting and licensing bodies, and medical specialty societies and
boards

Academic and medical education institutions

O Ultimately, Al systems must align with the Quadruple Aim:

@)
@)
@)
@)

Reduce costs

Improve population health

Improve patient experience and well-being
Improve care team experience and well-being



Responsible health Al governance must address:

O Research

O Quality Assurance and Ov ersight
O Thoughtful Design

O Access and Affordability

O Ethics

@)

©) (©

Bias mitigation

Modernized Privacy and Security
Frameworks

Collaboration and Interoperability
Workforce Issues

Education









Gregory S. Nelson intermbunta

v AVP Analytic Services:
N\ / /4 .
Intermountain Healthcare
. VP Analytics & Strategy:
VIDANT HEALTH V|da nt Hea|th

University of Georgia
PhD, ABD Social Psychology DUKE AdjunctFaculty:

Duke University

Duke University — Fuqua
School of Business,

M.S., Clinical Informatics,
Healthcare Analytics

Founder and CEO
ThotWave Technologies

Author: The Analytics

University of California, LifecycleTool kit

Santa Cruz
B.A. Social Psychology,
Quantitative Methods

*\7};
Intermountain-
Healthcare




Delivering on the Promise of
Responsible Al

‘\*v}/' Seizing the Opportunities and Managing the Risks of Use of Alin Health IT
Intermountain® An ONC Artificial Intelligence Showcase
Healthcare

Greg Nelson FACHE, MMCi, CHCO, CPHIMS
AVP, Analytics Services — Intermountain Healthcare




Meet Shakira, Age 34

Shakira presents at an Urgent Care for
skin concern

Physician findings indicate possible melanoma
Patient needs dermatology consult ASAP
Physician fills out referral paper

Paper gets lost

Patient care delayed by several months

Patient finally seen by a dermatologist and

diagnosed with metastatic melanoma




Sentiment

Shakira’s Referral Journey Map

Journey mapping is the process of illustrating a complete story about the

relationship — and resulting experience — that unfolds over time between an
individual and a system, service, product, organization...

Path forward

Emall
Referral

Search

Insura nce
Specialist |mportance \./.
Choice

Recommendation

Communication

Scheduli
checuling Care Pathway

)

'stic Puzzled Annoyed Forgetful Curiously obligated Irritated Satisfied Happy Delighted Exasperated Frustrated



Al-Enabled Process

Next Best Virtual

Action L ) ; Assistant

Algorithm Patients-like me Follow up
Recommender

engine Path forward

Referral Email/. @ Care pathway lane

Insurance departure Warning
Search

Specialist /Impc:ance \.
Choice

Recommendation @

Schedulin . .
¢ Pre-authorization/ Care Pathway Communication
9 payor confidence

Al Enabled Virtual algorithm
Patient Assistant Q eConsult
Matching

Sentiment

Recommender



“ Generation next ought to be
systems of intention, insight and
cognition — systems that know what
we want, help us see what we
otherwise wouldn't see and help us
think.

Cris Ross ¥
Mayo Clinic "
™
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Opportunity Landscape

WellGare

LWBS Prediction Inpatient LOS

Prediction
ED Arrivals, Acuity,& Census

Predictions Same Day Surgery

Cancellation Prediction Readmission Prediction

ED Flow
Optimization

Short Stay

Prediction EOL Prediction
1CU High Cost/LOS
Inpatient Admission Prediction ICU Readmission Prediction
Prediction

\{V};

Intermountain-
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What-is-trae-what would have
to be true?
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Responsible might mean different things

; / ' sy
= /A\ [ po—

Patient Community Provider Caregiver

Fair & Ethical Trustworthy & Involved Transparent & Validated

Responsible Al is a framework for deploying artificial intelligence in an ethical,
equitable, and transparent way. Using Al responsibly is the act of making sure we

always couple Al solutions with these key values in order to identify and avoid
unintended consequences.

i fstmoran



Al Playbook: Building Trust and Al Literacy




