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New Challenges
in Health Data
Management

Industry lags in adopting information
technologies with the biggest potential benefits
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Executive Summary

No industry’s data is more important or sensitive than
that of the healthcare industry. Lives routinely depend on
information that’s accurate, complete, and available, and
it must simultaneously be protected from breaches that
violate patients’ statutory right to privacy, open them to
identity theft, or shut down systems and impede their
care. It's understandable if the organizations that collect,
protect, and use this information are cautious about
trying new technologies for managing it.

However, this caution keeps many healthcare providers
from embracing modern data management strategies
that would allow them to operate at the greatest
efficiency and address their challenges with controlling
cost, maintaining and improving quality, and expanding
access to care. Data properly managed and analyzed
can yield transformative business and clinical insights
for any aspect of most healthcare organizations.
Achieving an advanced level of data management is a
journey that only begins with collecting and securing
data effectively. Once that basic objective is achieved,
the journey can lead in any number of exciting and
productive directions.
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To understand where providers are in their data
management journey, Healthcare Innovation surveyed
a cross-section of industry players on behalf of
Informatica, which provides intelligent data
management through cloud technology enabled by
artificial intelligence. Respondents were asked about
their overall business and information technology
challenges and about their organizations’ degree of
maturity and commitment in several specific data
management areas, including the adoption and use of
cloud technology and artificial intelligence. They were
also queried about their level of sophistication and their
primary concerns surrounding data protection.

Responses showed that many healthcare entities put
their IT dollars in easy areas that don't provide the
biggest bang for the buck. For example, though nine out
of 10 survey respondents reported adopting cloud
infrastructure to some degree, only one out of 10 is “all
in” with 100% migration to the cloud. Three out of four
cloud users report using the technology for data storage
and archiving — the most basic form of cloud adoption
— but fewer than half report using it for more complex
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Healthcare: A challenging environment

Survey respondents were asked to analyze the biggest confirmed that the biggest challenge facing the industry is
challenges facing their industry. Given the public concern reducing costs (83%), followed by enhancing the

about high healthcare costs and the slim or non-existent customer experience (64%), improving quality of care
margins faced by many healthcare providers, respondents (62%), and improving the work life of staff (61%).

What are the biggest challenges currently facing the healthcare industry?

Reduce costs

Enhance the patient/member/consumer experience

Improve quality of care

Improve work life of clinicians/staff

Improve the health of populations

Adopt environmental, social & governance (ESG) initiatives

Create value through M&A
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Base: All respondents (n=223). Multiple answers allowed.

The biggest challenge facing the industry identified by respondents was reducing costs (83%) followed by enhancing the
customer experience (64%), improving quality of care (62%) and improving work life of staff (61%). Adopting ESG initiatives
(19%) and creating value through M&A (13%) were not big concerns among the respondents.
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Their business priorities reflected these challenges: More than four in five said that enhancing quality care was a top business priority at their organization, and about a third identified it
as “urgent/critical.” Improving patient experience was identified as “urgent/critical” by 35%. Two in five respondents said that addressing labor shortages was an urgent critical priority.

What business priority does your organization
currently put on the following challenges?

Enhancing quality of care

Improving patient experience

Ensuring organization is in compliance with regulations
Lowering operation costs

Improving organizational efficiency
Addressing labor shortages

Lowering costs for personnel & supplies
Providing greater equity of care
Incorporating sustainability

Lowering costs for patients

Increasing telehealth capabilities

Integrating ESG throughout organization
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® Urgent Critical Priority High Priority ® Moderate Priority @® Low Priority

30% 55%
35% 48%
29 54%
36% 45%
28% 51%
40% 34% 18%

22% 44% 28%
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18% 47% 30%
15% 38% 29%

[ 35% 37%

15% 31% 35%
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24% 38% 16%

Base: All respondents (n=210).

More than four in five respondents (85%) said that enhancing quality care was a top business priority (urgent critical priority + high priority) at their organization.

® Don't Know
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Two in five respondents (40%) said that addressing labor shortages was an urgent critical priority while increasing telehealth capabilities was viewed as a low priority (17%).
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Health IT: Often reactive, not proactive

Respondents were queried about their data management priorities and where they are putting their information technology dollars. Most are still focusing first on their basic
obligations. The top priority for four in five respondents is securing/protecting health data, followed by the closely related issue of meeting regulatory compliance demands (75%).
While we'll see later that many have embarked on artificial intelligence initiatives, only one in five respondents consider Al a top priority.

What IT priority does your organization
currently put on the following challenges?

Securing/protecting healthcare data

Meeting regulatory compliance demands
Improving data accessibility

Improving data management
Standardization/rationalization of technologies
Modernizing legacy systems

Automating hospital/clinical workflows
Investing in new digital health initiatives
Improving healthcare interoperability

Enabling telemedicine

Introducing &/or improving Al-driven initiatives
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@ Urgent Critical Priority High Priority ® Moderate Priority @ Low Priority @® Don't Know

40% 14%
50% 20% 3% 3%
47% 27% 5% 4%
40% 30% 5% 3%
46% 31% 5% 3%
42% 27% 9% 4%
42%
33% 31% 10% 4%
35% 33% 9% 3%
35% 38% 12% 4%
26% 32% 18% 7%

Base: All respondents (n=204).

Four in five respondents (83%) said that securing/protecting healthcare data was a top IT priority (urgent critical priority + high priority) at their organization followed by meeting
regulatory compliance demands (75%). Introducing and/or improving Al-driven initiatives was viewed as a low priority (18%).
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The money naturally follows the priorities. Securing and protecting data is a top investment target for three out of four respondents. The “second tier” priorities reflect the value
providers put on effective data use, even if they are still far from achieving that value. Those priorities include using analytics to make better business decisions (68%) and improve
clinical decision-making (65%). Not far behind is improving the quality of data (63%), a key step for unlocking its value.

What are your organization’s priorities

fori t ts in dat 2 @ Urgent Critical Priority High Priority ® Moderate Priority @ Low Priority @® Don't Know
or invesiments In data management:

Enhancing data security & access controls 30% 43% 20% 4% 3%

Using analytics & insights to make better decisions 23% 45% 24% 6% 3%
Using analytics & insights for recommendations 21 42% 27% 5% 5%
Improving data quality 19 44% 28% 6% 4%

Automating & improving business & clinical processes 19 42% 28% 6% 6%
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Interoperability with partners & other healthcare orgs 14% 39% 32% 10% 6%

Application consolidation 14% 35% 36% 10% 6%
Improving data literacy with governance 1 37% 31% 15% 7%

Cloud modernization 14% 33%
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Implementing Al & advanced analytics 17% 29% 32% 15% 8%

Base: All respondents (n=199).

Nearly three-quarters (73%) said that enhancing data security and access controls was a top data management investment priority (urgent critical priority + high priority)
followed by using analytics and insights to make better data driven decisions (68%).
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Data protection: A slow journey to maturity The highest levels of maturity were evident in areas that respond to immediate

Given the urgent business need and the chronic threat of hacking and ransomware threats or involve HIPAA or other regulatory compliance. Managing data breaches
attacks, the survey asked respondents to rate the maturity of their data protection and managing security risks were most likely to be fully mature areas, at 33% and
strategy. No area was considered fully mature (that is, optimized and continuously 34%, respectively. Another 34% of respondents said they've achieved the next lower
analyzed and improved) by more than a third of respondents. The vast majority have level of maturity, managing and monitoring across their systems, for both areas.
matured beyond the “ad hoc” approach on all aspects of data protection and are Ensuring legal compliance and defining and implementing privacy procedures were
progressing through standardizing their systems and managing and monitoring them. also relatively mature areas.

How would you describe your organization’'s

L. . ® Optimized* Managed & Monitored** @ Standardized** @ Repeatable @ Ad Hoc/Unstructured
maturity in terms of data protection?

Manage security risks 34% 20% 9% 3%

Manage data breaches 34% 18% 10% 4%

Ensure legal compliance 36% 27% 5% 3%

Define & implement privacy procedures 34% 26% 7% 4%
Pilot privacy governance 36% 29% 8% 6%
Maintain a data inventory 38% 30% 7% 6%

Handling data subjects requests 37% 33% 7% 8%

Training & awareness 32% 30% 13% 5%

Base: All respondents (n=182).

The largest areas for data protection maturity (optimized + managed) were managing security risks (68%), managing data breaches (67%) and legal compliance (65%).
The areas with the least amount of maturity (repeatable + ad hoc) were training and awareness (18%) and handling data subject requests (15%).

*Continuously analyzed and improved. **across platforms.
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Fewer than one in five respondents think that their
organization is fully mature regarding training and
awareness for data protection. This maturity gap is
extremely concerning given the large proportion of line
employees charged with handling protected health
information. Phishing attacks are the single most
common vector for healthcare data breaches, targeting
unwary system users. Training and awareness are one
of the few effective defenses against them.

Several organizational barriers impede the development
of mature data protection. Three in five respondents felt
that the cost of data protection tools was a barrier to
enhancing data security and protection. Almost half
said that the capacity of technology integration was
also a barrier.

What barriers do you feel keep organizations from enhancing data security and protection?

Cost of data protection tools 62%
|

Healthcare capacity of technology integration 47 %
I

Lack of existing technologies 33%
]

Incompatibility with daily workflow 29%
I

Base: All respondents (n=177).

Limited or insufficient network 27%
]

Connectivity speed 18%
I

Lack of devices 14%
[ ]

Other 3%
|

Three in five respondents (62%) felt that the cost of data protection tools was a barrier to enhancing data security
and protection. Almost half (47%) said that the capacity of technology integration was also a barrier.
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